1. What is the difference between routing and forwarding? (10%)

2. What is the Head-of-the-Line (HOL) blocking? (b) Draw a figure to
show it. (10%)

3. (a) Describe how packet loss can occur at input ports. (b) Describe
how packet loss at input ports can be eliminated. (10%)

4. (a) Describe the assumption and purpose of the Dijkstra’s
shortest-path algorithm. (5%) (b) Show how the algorithm works by
computing a table. (6%) (c) Show the forwarding table of the source
node. (5%) (note: 4 % e 85 & 15 — ?iﬁg:",éf ™5 endp@ic s 00 source
node 5 v; 4 #c i 1 sourcenode 3 w; 4 #c s 2 source node A
X; #8¥c s 3 source node & y; A#c: 4 sourcenode % z o BB
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5. 4-%f IPv4 Class B 32 (18%)
Fdi i — T Class B 3§ ID? (2%) v * IP gioﬁﬁ‘] ? (4%) =
T ABIPT Y 202%) (MtEimiT 0 B R EFEER)

b. #& {3 - B Class B = 4 = 3  subnet » subnet mask =i %
w2 (2%) HEl % — % subnet =7ID (2%) # * IP ;pwﬁ ? (4%)
EFABIPTHF 22%) (ML ka o &8 EEAR)

6. (a) What is the main motivation of the NAT? (3%)
(b) How to implement NAT at the router? (6%) (9% total)

7. Describe the goal of DHCP (2%) and draw a figure and describe the
four-message flow of DHCP. (8%) (& P! if 4% » 10% total)

8. (a) What are the three motivations of IPv6? (3%)

(b)Draw a figure to explain how to tunnel IPv6 datagrams between

two IPv4 routers? (8%) (& P! :E 4% > 11% total)

9. What are two main functions of ICMP to communicate network-level

information by hosts & routers? (6%)
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1. (10%)
(a) Forwarding is about moving a packet from a router’s input link to the
appropriate output link. (5%)

(b) Routing is about determining the end-to-end routes between sources and
destinations. (5%)

2.

(a) HOL blocking — a queued packet in an input queue must wait for transfer through

the fabric because it is blocked by another packet at the head of the line. (5%)
(b) (5%)
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output port contention green packet

at time t - only one red experiences HOL blocking
packet can be transferred

3.
Ans:

(a) Packet loss occurs if queue size at the input port grows large because of slow
switching fabric speed and thus exhausting router’s buffer space. (5%)

(b) It can be eliminated if the switching fabric speed is at least n times as fast as
the input line speed, where n is the number of input ports. (5%)

4. (a) Describe the assumption and purpose of the Dijkstra’s shortest-path

algorithm. (5%) (b) Show how the algorithm works by computing a table. (6%)
(c) Show the forwarding table of the source node. (5%) (note:4r i e 5L {4 —
fiﬂt“,/]t‘. "5 ek Eics 00 sourcenode & v; A #ci 1 source node & w; Ak
% 2> source node 7 x; 4 #cs 3 source node : y; 4 #c s 4 source node
Bz EFRBPFIRBRAL I[N ER EAMRRF S BAEFA
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(a) (5%)



net topology, link costs known to all nodes (2%)

accomplished via “link state broadcast”

all nodes have same info
computes least cost paths from one node (‘source”) to all other nodes (2%)

gives forwarding table for that node (1%)

(b) PLv GitERE (—fi 1%, 6%)

Step N D(u), p(u) | DW), pw) | D(x), p(x) | D(y), p(Y) | D(2), p(2)
0 v 2,V 3,v 2, v 0 00
1 vu 3,v 2,V o0 00
2 vux 3.V 3, x#1 0
3 VUXW 3, X 8, w#2
4 VUXWY 5 v#3
5 VUXwyz
#1 D(y) = min( D(y) , D(x) + C(x, y)) = min(co, 2+1) =3
#2 D(z) = min( D(z), D(w) + C(w, z)) = min(oo, 345) =8
#3 D(z) = min( D(z), D(y) + C(y, z)) = min(8, 3+2) =5
Forwarding table (—{[& 1%, 5%)
Destination Next hop (output link)

u u

w w

X X

y X

z X
DA w RyEES
Step N’ D(u), p(u) | D(v), p(v) | D(x), p(x) | D(y), p(y) | D(2),p(2)
0 w 5w 3, w 3, w 1w 5w
1 wy 5w 3, w 2, v #l 3,y#2
2 WyX 3, X#3 3w 3,y
3 wyXxu 3w 3,y
4 WYXUv 3.y
5 wyxuvz

#1 D(x) = min( D(x), D(y) + C(y, X)) = min(3, 1+1) =2
#2 D(z) = min( D(z), D(y) + C(y, z)) = min(5, 1+2) =3
#3 D(u) = min( D(u), D(x) + C(x, u)) = min(5, 2+1) =3




Forwarding table
Destination Next hop (output link)

u y

v v

X y

y y

z y
DL x FykCEh
Step N’ D(u), p(u) | D(v), p(v) | D(w), p(w) | D(y), p(y) | D(2), p(2)
0 X 1, x 2, X 3, X 1, x o0
1 Xu 2, X 3, X 1, x 00
2 Xxuy 2, X 2,y#1 3, y#2
3 Xuyv 2,y 3,y
4 XUyvw 3.V
5 Xuyvwz
#1 D(w) = min( D(w), D(y) + C(y, w)) =min(3, 1+1) =2
#2 D(z) = min( D(z), D(y) + C(y, z)) = min(oc, 1+2) =3
Forwarding table

Destination Next hop (output link)

u u

v v

w y

y y

z y
LAy FsCES
Step N’ D(u), p(u) | D(v), p(v) | D(w), p(w) | D(x), p(x) | D(z), p(2)
0 y o0 o0 1y 1y 2,y
1 yw 6, W #1 4, w# 1y 2,y
2 YWX 2, X #3 3, X #4 2,y
3 yWXu 3, X 2,V
4 ywxuz 3. X
5 ywxuzv

#1 D(u) = min( D(u) , D(w) + C(w, u)) = min(co, 1+5) =6
#2 D(v) = min( D(v), D(w) + C(w, v)) = min(co, 1+3) = 4
#3 D(u) = min( D(u), D(x) + C(x, u)) = min(6, 1+1) =2
#4 D(v) = min( D(v), D(x) + C(x, v)) = min(4, 1+2) =3




Forwarding table

Destination Next hop (output link)
u X
v X
w w
X X
z z
LAz RyEEs
Step N’ D(u), p(u) | D(v), p(v) | D(W), p(w) | D(x), p(x) | D(y), p(y)
0 z o0 o8] 5z o8] 2,2
1 zy ] e ] 3. v#l 3, y#2
2 Zyw 8, w#3 6, w #4 3.y
3 ZYWX 4, x #5 5, X #6
4 Zywxu 5 X
5 ZYWXUV
#1 D(w) = min( D(w), D(y) + C(y, w)) = min(5, 2+1) = 3
#2 D(x) = min( D(x) , D(y) + C(y, X)) = min(oo, 2+1) = 3
#3 D(u) = min( D(u), D(w) + C(w, u)) = min(co, 3+45) =8
#4 D(v) = min( D(v), D(w) + C(w, v)) = min(oo, 3+3) =6
#5 D(u) = min( D(u) , D(x) + C(x, u)) =min(8, 3+1) =4
#6 D(v) = min( D(v), D(x) + C(x, v)) = min(6, 3+2) =5
Forwarding table
Destination Next hop (output link)
u y
v y
w y
X y
y y
5. (18%)
a.
B & - 1 Network ID % 191.254.00 > Network ID # 7+ =

10111111.11111110.00000000.00000000; (2 ~")

Host ID % 7% 5 10111111.11111110.XXXXXXXX.XXXXXXXX, #7% 16 B bit 3 X

AFILEO0& L Fr %~ BF * HostID % 10111111.11111110.00000000.
00000001 = 191.254.0.1 (2 »")

B 5 -

B

Host ID

191.254.255.254 (2 %)

># 4 2'°-2=65534 ¥ * HostID (2 4")

Y
=

10111111.11111110.11111711.11111110




#fofs— T Class B it~ & 3 i subnet» 4c F 25 08 > 5 103 B2 ax
* chisubnet ID » £ ® F & 3+2=5 subnet mask & => F & HostID & 3
bits & 1% subnet ID o #7121 #7471 subnet mask £_d & * Class B &7 default subnet
mask 255.255.0.0 %z » #x= 11111111. 11111111. 11100000.000000000 =>
255.255.224.0 (2 4)

subnet = ID & & & ¢ - B Class B Network ID
10111111.11111110.00000000.00000000 % :< > % £ Host ID =% 3 B bits §
e subnetlD> 2 ¥ 2> 5 0 & 1 ]}t % — B subnetID % 10111111.11111110.
00100000. 00000000 => 191.254.32.0 (2 4")

Host ID % 5% 5 10111111.11111110. 00IXXXXX.XXXXXXXX, *7% 13 B bit 51X
AFILAE 08 1 F) P % - BF * HostID 5 10111111.11111110. 00100000.
00000001 = 191.254.32.1 (2 ~)

B i4- B ¥ * Host ID % 10111111.11111110. 00111111.11111110 =
191.254.63.254 (2 ~")

>+ 4 22-2=8190 B ¥ * Host ID (2 4°)

6. (a)(3%)
range of addresses not needed from ISP: just one IP address for all devices
(b) NAT router must: (6%)
® outgoing datagrams: replace (source IP _address, port #) of every outgoing
datagram to (NAT IP address, new port #) (2%)
remote clients/servers will respond using (NAT IP address, new port #) as

destination addr.
® remember (in NAT translation table) every (source IP address, port #) to (NAT
IP address, new port #) translation pair (2%)

® incoming datagrams: replace (NAT IP address, new port #) in dest fields of every

incoming datagram with corresponding (source IP _address, port #) stored in
NAT table (2%)

7. DHCP: (10%)
Goal: allow host to dynamically obtain its IP address from network server when
it joins network (2%)

Flow: (8%)
® host broadcasts “DHCP discover” msg (1%, 1%)
® DHCP server responds with “DHCP offer” msg
® host requests IP address: “DHCP request” msg
® DHCP server sends address: “DHCP ack” msg



DHCP server: 223.1.2.5 DG discovar arriving

client
vy src : 0.0.0.0,68 @
Hl dest.: 255.255.255.255 67
yiaddr: 0.0.0.0 L
transaction ID: 654
DHCP offer
src: 223.1.2.5, 67
dest: 255.255.255.255, 68
T | jiaddm 223124
transaction ID: 654
Lifetime: 3600 secs [~
DHCP request
src: 0.0.0.0, 68
dest:: 255.255.255.255, 67
yiaddrr: 223.1.2.4 (S e
1l transaction ID: 655
time «— Lifetime: 3600 secs
DHCP ACK
T | srci223125,67
dest: 255.255.255.255, 68
yiaddrr: 223.1.2.4 —

transaction ID: 655
Lifetime: 3600 secs

8. (11%)

(a) (3%)
® 32-bit address space soon to be completely allocated.
® header format helps speed processing/forwarding
® header changes to facilitate QoS

(b) How to tunnel IPv6 datagrams between two IPv4 routers? (8%)

A B E F
Logical view: @ @ tunnel @_@

IPv6 IPv6 IPv6 IPv6
A B C D E F
IPvg___ IPv6/IPv4 IPv4 IPv4 __IPv4/IPv6 Ipvé
Flow: X Flow: X
Src: A Src: A
Dest: F Dest: F

. A A .
A-to-B: Btk C B-f-c: E-to-F:
IPv6 IPV6 inside IPv6 inside IPv6

(1%) IPva (1%) IPv4 (1%) (1%)



e the source IPv4 router encapsulates the new IPv4 datagram by including the

original IPv6 datagram as its payload and IPv4 addresses of the two IPv4 routers

as the new source and destination IP addresses in the new IPv4 header. (2%)

e the new IPv4 datagram is decapsulated in the destination IPv4 router and the

original IPv6 datagram is further transmitted through IPv6. (2%)

9. What are two main functions of ICMP to communicate network-level information
by hosts & routers? (6%)
Ans:
B error reporting: unreachable host, network, port, protocol (3%)
B echo request/reply (used by ping) (3%)



