Computer Networks midterm (104/4)

HREEMSAFRERNE » f1—F08
1. 4% 163.107.172.1 ;= % IP address > #-y* IP 4§ 4~ = 7 subnets > subnet mask /&

& 2Q2%) 7% 7 B subnet iR A T2 2%) ¥ F IP #£B?(2%) 17 B
BIPF* ?2(1%) (L7 &8 % FELR, 7% total )

2. Use Dijkstra’s shortest-path algorithm to compute the shortest path from the source node
Z to all other network nodes. (a) Show how the algorithm works by computing a table.
(6%) (b) Show the forwarding table of the source node Z. (5%, 11% total) (cost #c & 4p
P BLEFATRRD Y, BB REF 0 27125

3. List changing processes of three tables of node X, Y and Z with the distance vector
algorithm, from the time before the X-Y link cost is changed from 4 to 1 to the time
three tables are stabilized. (% 1 {7 table #_& % & = 73 T4k /% 15 3 {7 table - 7 3%
XY,z EF P 2707 1%),% 9% -#KiEF R & B L2500 L 1%% 4% => total
13%) 1

50

4. Explain four NAT operations with this figure (* B} snficiz 3P 8%)



10.
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NAT translation table
WAN side addr LAN side addr

138.76.29.7, 5001 [10.0.0.1, 3345

—{
S 10.0.0.1, 3345
D 128.119.40.186, BO

\:r 10.0.0.1
@| 5 126.7629.7, 5001 " | ,J)

D: 128.119.40.186, 80 10.0.0.4

N =p L \ 10.0.0.2
A—) _g_

138.76.29.7 " 5:128.119.40.186, 80
,, D: 10.0.0.1, 3345

'S 128.119.40 186, 80 }_O_. L
L, D: 138.76.29.7, 5001 3 _g’ 10.0.0.3

(a) What is the goal of DHCP? (2%) (b) List four steps of DHCP (8%) (10% total)

Describe how Ethernet uses CSMA/CD with exponential backoff (& % ) mif 18 4o i@
¥ %) in detail (12%)

(a) List three types of multiple access protocols and describe how they work briefly. (9%)
(b) Classify FDMA, Token Passing and CSMA/CD into one of the type to whom they
belong. (6%) (15% total)

(a) List a distance vector routing protocol. (2%) (b) List a Link State routing protocol.
(2%) (c) Which protocol in (b) and (c) has the Security feature? (2%) (6% total)

Compare and contrast link state and distance vector routing algorithms. (10%)

Consider the CRC generator, G=1001, and suppose that D has the value 10101010000.
What is the value of R? BEE 1 E EEFE 6%, 8% total)
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AREEMIEERESRA » fI—F0%

1. 4%+ 163.107.172.1 i i IP address » #-3* IP 3§ 4 = 7 subnets » subnet mask :1& 5 #® 7 (2%) 3
F12 % 7 i subnet ehii & mix 2%) O IP FRI7(2%) 23 BB IPF R 2(1%) (n+Ei
1 0 & B = w4, 7% total )

Ans:
#-pt Class B et~ = 7 i subnet #c F > 5 08 > 5 1 05 3 7 &0 * crisubnet ID> &> 7 & 742=9
<= 2% subnet mask i => % & Host ID ¢4 4 1 bits ¥ i¥ subnet ID o #712 #7¢5 subnet mask &_
d i & Class B &7 default subnet mask 255.255.0.0 %z » :z= 255.255.11110000.00000000=>
255.255.240.0 (2%)

subnet 7 ID & £ * Class B Network ID 10100011.01101011. XXXXXXXX XXXXXXXX %z »
Z & Host ID & 4 i bits § /¥ subnet ID> 2 ¥ 253 0 & 1o F]p*% 7 B subnet ID 3
10100011.01101011.01110000.00000000 => 163.107.112.0(2%)

Fp % - B¥ * HostID % 10100011.01101011.01110000. 00000001 = 163.107.112.1 (1%)

B ts— B¥ * HostID 5 10100011.01101011.01111111. 11111110=163.107.127.254 (1%)

>+ 4 2'%.2=4094 B ¥ * HostID (1%)

2. Use Dijkstra’s shortest-path algorithm to compute the shortest path from the source node Z to all other
network nodes. (a) Show how the algorithm works by computing a table. (6%) (b) Show the forwarding
table of the source node Z. (5%, 11% total) (cost #cE 4p Ir PF > iR AE F # 18 B fw ;Fk' ; G R
AR A

5
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LA z Jy ek

Step N’ D(u), p(u) | D(v), p(v) | D(w), p(w) | D(x), p(x) | D(y), p(y)
0 z = = 5,z = 2.z
1 zy o0 0o 3.y # 3,y #2

2 zZyw 8,w #3 6,w #4 3.y

3 ZYyWX 4, x #5 5 x #6

4 Zywxu 5, X

5 ZyWXuv

#1.D(w)=min(D(w),D(y)+c(y,w))=min(5, 2+1)=3
#2.D(x)=min(D(x),D(y)+c(y,x))=min(=, 2+1)=3
#3.D(u)=min(D(u),D(w)+c(w,u))=min(«~, 3+5)=8
#4.D(v)=min(D(v),D(w)+c(w,v))=min(«~, 3+3)=6
#5.D(u)=min(D(u),D(x)+c(x,u))=min(«, 3+1)=4
#6.D(v)=min(D(v),D(x)+c(x,v))=min(«, 3+2)=5

Forwarding table

Destination Next hop (output link)
u y
v y
w y
X y
y y

3. List changing processes of three tables of node X, Y and Z with the distance vector algorithm, from the
time before the X-Y link cost is changed from 4 to 1 to the time three tables are stabilized. (% 1 {7 table

TR0 H PERIT 0 53 (7 table — 7 3% (X, y,2 & F B & 787] 1%), 5 % - Bl b pE
BB AN 2 %% 4% => total 13%)

1

Ans:
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4-> 1

=X
node x table 50
cost to cost to cost to

cost to
Xy z Xy 2z Xy z X
— = F = —_—— _ £ Xy z
x/ 045 x 0%;?_}/,:-5 x|0 192) 5 1B
Sy401 Syl4aot 5 y L E.
< < o
T z|51 gCost™ z|5 1 0O ”::z izéoé
node y table 5 47 changes cost to
Xy z Xy z
Ex045 g X[045 e X
s Y 401 qgmj/;01 Sy
~zZ/510 Zl51 0 =
node z table
cost to cost to
Xy z | X ¥ = X
g X045 e X045 g X 0L
yla01 EY401 EYL
ad Z Z )
/51 0 510 \2/

a). D, () = min{€(x.¥) + P (+),0(x,2) + D_(¥)}= min{l 4+ 0,50 + 1} =1
b). D.(x) = min{C(yx) + D, (x),C(yz) + D (x)} = min{l + 0,1+ 50} =1
¢). D (z) = min{C(x.z) + D (2).C(x,5) + D}.[z}}= min{50¢+01+1}=2
d). D (%) = min{C(z, x) + D.(x).C(z.5) + D}.[z}}= min{50¢+01+1}=2

4.  Explain four NAT operations with this figure (* B]_F s#iciz 37 8%)

NAT translation table
WAN side addr LAN side addr

138.76.29.7, 5001 [10.0.0.1, 3345

—{
§:10.0.0.1, 3345 '-‘

D: 128.119.40.186, 80

- \:r 10.0.0.1
@| 5 126.7629.7, 5001 " | ,J)

D: 128.119.40.186, 80 1‘0‘0.0.4 — P——
=y .0.0.
=t -
138.76.29.7 ' 5:128.119.40.186, 80
1t 4, D2 10.0.0.1, 3345
[ S: 128.119.40.186, 80 @ L -
;, D:138.76,29.7, 5001 _2’ 10.0.0.3

Ans:

NAT router must: (8%)

® outgoing datagrams: replace (source IP address, port #)=(10.0.0.1, 3345) (1%) of every outgoing
datagram to (NAT IP address, new port #)=(138.76.29.7, 5001) (1%)

® remember (in NAT translation table) every (source IP address, port #)=(10.0.0.1, 3345) (2%) to (NAT
IP address, new port #)=(138.76.29.7, 5001) translation pair (2%)

® incoming datagrams: replace (NAT IP address, new port #)=(138.76.29.7, 5001) (1%) in dest fields of
every incoming datagram with corresponding (source IP address, port #)=(10.0.0.1, 3345) (1%)
stored in NAT table
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5. (a) What is the goal of DHCP? (2%) (b) List four steps of DHCP (8%) (10% total)
Ans:
(a) Goal: allow host to dynamically obtain its IP address from network server when it joins network
(2%)
(b) Flow: (8%)
host broadcasts “DHCP discover” msg (2%)
DHCP server responds with “DHCP offer” msg (2%)
host requests IP address: “DHCP request” msg (2%)
DHCP server sends address: “DHCP ack” msg  (2%)

DHCP server: 223.1.2.6 DHEP discover ar'r"iving
client

. sr¢ 1 0.0.0.0, 68 &

ﬂl dest. 255.255.255.255,67 E

yiaddr: 0.0.0.0
transaction ID: 654

| DHCP offer

sre: 223.1.2.5, 67

dest: 255.255.255.255, 68

yiaddrr: 223.1.2.4

transaction 1D: 654 |
Lifetime: 3600 secs —

| DHCP request

sre: 0.0.0.0, 68

dest:: 255.255.255 255, 67
yiaddrr: 223.1.2.4
transaction ID: 655
Lifetime: 3600 secs

-
time

DHCP ACK

sro: 223.1.2.5, 67

dest: 255.255.255.255, 68 |
yiaddrr: 223.1.2.4 e
transaction 1D: 655
Lifetime: 3600 secs

6. Describe how Ethernet uses CSMA/CD with exponential backoff (& & 1)zt {4 4 # 1%) in detail
(12%)
Ans:
» adapter doesn’t transmit if it senses that some other adapter is transmitting, that is, carrier sense (2%)
» transmitting adapter aborts when it senses that another adapter is transmitting, that is, collision detection
(2%)
» Before attempting a retransmission, adapter waits a random time, that is, random access with
Exponential Backoff. (2%)
» first collision: choose K from {0,1}; delay is K- 512 bit transmission times (2%)
after second collision: choose K from {0,1,2,3}...(2%)
after m collisions, choose K from {0,1,2,3,4,....2"-1}  (2%)

7. (a) List three types of multiple access protocols and describe how they work briefly. (9%) (b) Classify
FDMA, Token Passing and CSMA/CD into one of the type to whom they belong. (6%) (15% total)
Ans:
(a)Three broad classes:
a. Channel Partitioning (2%)
»  divide channel into smaller “pieces” (time slots, frequency, code) to node for exclusive use
(1%)
b. Random Access (2%)
»  channel not divided, allow collisions (1%)
c. “Taking turns” (2%)
»  Nodes take turns, but nodes with more to send can take longer turns (1%)
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(b) Channel Partitioning: FDMA; (2%)
Random Access: CSMA/CD (2%)
“Taking turns”: Token Passing (2%)

8.
(a) List a distance vector routing protocol. (2%) (b) List a Link State routing protocol. (2%) (c) Which

protocol in (b) and (c) has the Security feature? (2%) (6% total)
Ans:
(a) RIP.
(b) OSPF
(c) OSPF

9. Compare and contrast link state and distance vector routing algorithms. (10%)
Ans:

e Link state algorithms:
» Computes the least-cost path between source and destination (2%) using complete, global
knowledge about the network. (2%)

e  Distance-vector routing:

»  The calculation of the least-cost path is carried out in an iterative, distributed manner. (2%)

» A node only knows the neighbor to which it should forward a packet in order to reach given

destination along the least-cost path (2%), and the cost of that path from itself to the destination
(2%)

10. Consider the CRC generator, G=1001, and suppose that D has the value 10101010000. What is the
value of R? (B H 7 EEFE 6%, 8% total)

Ans:
If we divide 1001 into 10101010000, we get 10111101(&FE 6%), with a remainder of R = 101 (2%).

10111101

1001) 10101010000
1001
1110

1001
1111
1001

1100
1001

1010
1001

1100
1001
101



