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1. Consider the two 16-bit words (shown in binary) below. Recall that to compute the Internet checksum of
a set of 16-bit words, we compute the one's complement sum of the two words. That is, we add the two
numbers together, making sure that any carry into the 17th bit of this initial sum is added back into the
I's place of the resulting sum); we then take the one's complement of the result. Compute the Internet
checksum value for these two 16-bit words: (& § 13- 5 542 > 8%)

10100000 10010010 this binary number is 41106 decimal (base 10)
01111110 10011111 this binary number is 32415 decimal (base 10)



Ans: When we add these first two numbers together, we get:
10100000 10010010
01111110 10011111 = 1 bit 4 7 = 242 (4%)

10001111100110001 g% 17bit 4 3] % - B bit (2%)
+ 1

00011111 00110010
11100000 11001101 B 14 8 (2%)

2. (a) Which tool can be used to show your all TCP/IP information? (2%)
(b) How to see these cached records of the DNS cache in your host? (2%)
(c) How to run the tool to query specified DNS server to execute “Please send me the host names of the
authoritative DNS for google.com” operation? (2%)
(d) How to run the tool to query DNS server to execute “Please send me the host names of www.
ncue.edu.tw, but we want to the query sent to the DNS server dns.google.com” operation? (2%)
(e) Explain iterated query and recursive query (4%) (12%)
Ans:
(a) ipconfig /all (2%)
(b) ipconfig /displaydns (2%)
(c) nslookup —type=NS google.com (2%)
(d) nslookup www.ncue.edu.tw dns.google.com (2%)
(e) iterated query: (2%)
® contacted server replies with name of server to contact
recursive query: (2%)
® contacted server forwards the DNS query to next server and waits for the reply

3. Consider the TCP procedure for estimating RTT
( EstimatedRTT " = orx SampleRTT " + (1 — ) x EstimatedRTT ™! ).

(a) Why TCP uses this function? (2%)
(b) Let SampleRTT" be the most recent sample RTT, let SampleRTT™? be the next most recent sample RTT,
and so on. Express EstimatedRTT" in terms of n SampleRTTs if EstimatedRTT'=0. (£ 7 = =& & * i

2 7 7] SampleRTT™ » & =% £ 2%)76 B 113 X (04 summation 4,7 & % 2 7 )(4%) (10% total)

Ans: (a) Exponential weighted moving average => influence of past sample decreases exponentially fast. J3
Bl E d & e SampleRTT > iz 2+ F — = ¢ EstimatedRTT » * %% 7 F — =t &9 Timeout B (2%)

(b)
EstimatedRTT" = a X SampleRTT""! + (1 — a) X EstimatedRTT"!

= a X SampleRTT" ! + (1 — a) X [a X SampleRTT" 2 + (1 — &) X EstimatedRTT™ 2]

= a X SampleRTT" ! + a(1 — @) x SampleRTT" 2 + (1 — a)? X EstimatedRTT" 2

a X SampleRTT" ! + a(1 — a) X SampleRTT™ 2 + (1 — a)? X [a X SampleRTT" 3 + (1 — a)
x EstimatedRTT™ 3]

a X SampleRTT" ! + a(1 — a) x SampleRTT" 2 + a(1 — @)? X SampleRTT" 3 + (1 — a)*
x EstimatedRTT™ 3]

= a X SampleRTT"" ! + a(1 — a) x SampleRTT" 2 + a(1 — @)? X SampleRTT"~3
44 a1l —a)* 2 x SampleRTT* =D 4 (1 — @)*»1 x EstimatedRTT"~ ("~
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= a Y7211 — @)/~ SampleRTT"/ ( EstimatedRTT? = 0) (8% )

4. $41193.107.172.1 &1 IPaddress > (1 L ig =47 > & B 2 FiBE) (16%)
a. it— B IP 3753 Class chie it ? 11 = i 3P (2%) B = fenIP ®hed 72 5 0 2 (2%) 7
*IP #F 7 @%) =3 BB IPF* ?(2%) mask (hiE 5 ® 7 (2%)
b. £ #E TT PR PE * 7 default gateway 71P o 2 RELAIRA BHEP hFEN o AT
v e 9 (4%)

Ans:
a.
193.107.172.1 ez &4 772 & 11000001. XX XXX XXX XX XX XX XX XXXXXXXX » d 50 3 i3

bits 110 ¥ 2| %1% Class C 11 1P » (2%)
pb TP St 1 Class C e B % 7 5% 5 193.107.172.0 (2%)
’—"'L'r’ﬁ HostIP R4 8 B biten X 2 ¥ 10 2> 5 0 1>
Fp % - B¥ * HostIP 3 193.107.172. 00000001 = 193.107.172.1 (2%)
B ts— B¥ * HostIP 5 193.107.172.11111110 = 193.107.172.254 (2%)
>4 280054 ¥ * HostIP (2%)
Mask: 255.255.255.0 (2%)
b. IP address, subnet mask, (4%)

5. Draw and write the flow of the TCP three way handshake to explain its operations. Suppose the initial
sequence numbers of the client and the server are 100 and 200, respectively. & Jf & 1! = ¥ i 42
BBl A 4R ) TCP & & 7 flag, sequence number, and ACK number. (10%)

Ans: Three way handshake:

Step 1: client host sends TCP SYN segment to server (35 fiz Bl & & 2 2%)
Step 2: server host receives SYN, replies with SYNACK segment (4%)
Step 3: client receives SYNACK, replies with ACK segment, which may contain data (4%)

@ client server @

Connection '
SYN bit=1,
request
seq=100
Connection
SYN bit=ACK bit=1, granted
seq=200,
ack=101
ACK SYN bit=0, ACK bit=1
seq=101
Ack=201
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6. List and compare two pipelined transport protocols with these two figures. (= + B] 4 %] & ¥8 - i
pipelined transport protocols ? (2% each)(& 1! Window=? £7 & {5 Euids iF 10%) (14%)
Ans:
= Bl £_Go-back-N (2%) (6%)
» “window” of up to N, consecutive unack’ed pkts allowed (window = 4) (1%)
(1) ACK-only: always send ACK for correctly-received pkt with highest in-order seq # (1%)
(2) out-of-order pkt:
e discard (don’t buffer) -> no receiver buffering! (1%)
e Re-ACK pkt with highest in-order seq # (1%)
(3) timeout(n): retransmit pkt n and all higher seq # pkts in window (1%)
(4) deliver in-order segments to upper layer. (1%)

pktl sent

nder I iver
sende eceve Lizsleserss TTTTT——— pkt0 rovd, delivered, ACKD sent
send pki0 pktl sent 0f1234]s6789
\‘ rev pki 1 l1zsleseros pktl rovd, delivered, ACK1 sent
send pkf1 send ACKO pht? sent L R CR
123456780 —*
*  send pki2 (loss) ey pktl {loss)
'\\x &/ send ACK] pkt3 sent. window full
send pk 46T ED pktd rovd, Duffersd. ACKI sent
P it s1[z3aslevas
(waif) rev pkid, discard
/ send ACK1
BCKD rocvd, tktd seat
rcv ACKO oizsdserss pktd rcvd, buffered, ACK{ sent
send pktd _ BCHL rovd, gkt semt P
rev ACK] rev Dde, discard u 16 res pktS rowd, buffered. ACKS sent
send pktd send ACKI EEERE R
rev pkis, discard L— pke2 TIMEOUT, pkt2 resen
—pkt2 timeout send ACP?] vifaasleres

pkt2 rovd. pkt2,pkt3,pktd.pkts

delivered, ACKZ ssnt
012345k 7889

send pkt2 \‘/.
|E| send pktd \‘ rcv pkt2, deliver ACK3 rovd, nothing sent

send pkt4 d ACKD
send pkt5 ?r)gcpkt:}‘ geliver| 4 v1fz3asls a9
\ send ACK3

+ Bl &_Selective Repeat (2%) (4%)

(5) receiver individually acknowledges all correctly received pkts (1%)

(6) buffers out-of order pkts (1%)

(7) sender only resends pkts for which ACK not received when timeout (1%)
(8) deliver total in-order pkts to upper layer (1%)
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7. (a) Explain how TCP Fast Retransmit works. (3%) (10% total)
(b) How TCP does its flow control? (3%)
(c) What values are used by TCP to identify their sockets? (4%)
Ans:
(a) Explain how TCP Fast Retransmit works. (3%)
If sender receives 3 ACKs for the same data, (1%) it supposes that segment after ACKed data was
lost (1%): resend segment before timer expires (1%) (3% total)
(b) How TCP does its flow control? (3%)
Rcvr advertises spare room by including value of RevWindow in segments (1%)
Sender limits unACKed data to RevWindow (1%) for guaranteeing receive buffer doesn’t overflow
(1%)
(c) TCP socket identified by 4-tuple: (4%)
source [P address
source port number
dest IP address
dest port number




