Computer Networks Final (107/1)
1. (a) How to run the tool to query specified DNS server to execute “Please send me the host

names of the authoritative DNS for aiit.or.kr”” operation? (2%)

(b) How to run the tool to query DNS server to execute “Please send me the host names of
www.aiit.or.kr, but we want to the query sent to the DNS server dns.ncue.edu.tw”
operation? (2%)

(c) What three services are provided by the domain name system? (6%)

(d) Explain iterated query and recursive query (4%)

(e) Authoritative DNS servers (2%) (16% total)

2. Draw the flow of the TCP three way handshake to explain its operations. Suppose the
initial sequence numbers of the client and the server are 49 and 88, respectively. & 7 #

Bl b 4wl 84kt ) TCP 2 & <0 flag, sequence number, and ACK number. (10%)

3. Compare GBN, SR. Assume that the timeout values for all three protocols are sufficiently
long such that 4 consecutive data segments and their corresponding ACKs can be received
(if not lost in the channel) by the receiving host (Host B) and the sending host (Host A)
respectively. Suppose Host A sends 4 data Segments to Host B, and the 3th segment (sent
from A) is lost. In the end, all 4 data segments have been correctly received by Host B.
How many segments has Host A sent in total and how many ACKs has Host B sent in total?
What are their sequence numbers’? Answer this question for all two protocols & ! i# i% iF

A o kot A= B g &_pktorack T %t4c b osequence number s BB F % 1%. (5%
each, 10% total)

4.(a) UDP and TCP uses 1’s complement for their checksums. Suppose you have the
following 8-bit bytes: 11110001, 01010100. What is the 1’s complement for the sum of
these 8-bit bytes? Show all work. (& & 41:E42 4% ) (b) Consider the CRC generator,
G=1001, and suppose that D has the value 10101010000. What is the value of R? (ZL%5 H
HEEFE 6%, 10% total)

5. (a) Describe how TCP Reno does its congestion control. (4%)
(b) Answer and justify the following questions. (10%, 14% total)
a. After the 22" transmission round, is segment loss detected by a triple duplicate ACK
or by a timeout? (2%)
b. During what transmission round is the 50" segment sent? (Z£:52HH > 4%)
c. ldentify the TCP slow start intervals. (2%)
d. Identify the TCP congestion avoidance intervals. (2%)
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6. 4%+ 120.107.172.1 iz IPaddress » (11 L2 % 7 > & 8 = FiE42) (20%)

a. iH— B IP > 70 Class et ? 11 - 2 =3P (1%) H #rfaIP it 4 72 5
i ?(1%) ¥ * IP FH?(2%) £ F B IPF* ?(1%) mask chiE 5 ? (1%)

b. #-pt IP g 4 = 20 subnets - subnet mask :hig 2 i 7 (2%) 241 % 1 & subnet
R Aoz (1%) 7% IP #F702%) 5 2B IPF* ?2(1%)

C.+ P T_T Mo FLPF - K,% 7 default gateway 9 IP ¢+ » 3 /> & 2% 7 9%a BIE P h
T AT e ?(2%)

d. default gateway =1 1P 5 B % e ? 4ofe & * 2 (6%)

7. (a) Draw a figure to show four components of a router (4%) (b) Draw three types of
switching fabrics with their names. (2% each) (10% total)

8. (a) What is the goal of DHCP? (2%) (b) List four steps of DHCP (8%) (10% total)
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1. (a) How to run the tool to query specified DNS server to execute “Please send me the host names of the
authoritative DNS for aiit.or.kr” operation? (2%)
(b) How to run the tool to query DNS server to execute “Please send me the host names of www.aiit.or.kr,
but we want to the query sent to the DNS server dns.ncue.edu.tw” operation? (2%)
(c) What three services are provided by the domain name system? (6%)
(d) Explain iterated query and recursive query (4%)
(e) Authoritative DNS servers (2%) (16% total)
Ans:
(@) nslookup —type=NS aiit.or.kr (2%)
(b) nslookup www.aiit.or.kr_dns.ncue.edu.tw (2%)
(c) DNS services (6%)
e hostname to IP address translation (2%)
e host aliasing (Canonical, alias names)
e mail server aliasing
(d) iterated query: (2%)
e contacted server replies with name of server to contact
recursive query: (2%)
e contacted server forwards the DNS query to next server and waits for the reply
(e) authoritative DNS server (2%)
e organization’s DNS servers, providing authoritative hostname to IP mappings for organization’s
servers

2. Draw the flow of the TCP three way handshake to explain its operations. Suppose the initial sequence
numbers of the client and the server are 49 and 88, respectively. & 7 Bl + 4 i ¥ %7 1) TCP
£ = flag, sequence number, and ACK number. (10%)
Ans: Three way handshake:
Step 1: client host sends TCP SYN segment to server (¥ fiz Bl & & = 2%)
Step 2: server host receives SYN, replies with SYNACK segment (4%)
Step 3: client receives SYNACK, replies with ACK segment, which may contain data (4%)

client server @

Connection .
SYN bit=1,
request
seq=49
Connection
SYN bit=ACK bit=1, granted
seq-=88,
ack=50
ACK SYN bit=0, ACK bit=1]
seq=50
Ack=89

JREBRESEZMF LA BT A 2 AR RIS > K104
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3. Compare GBN, SR. Assume that the timeout values for all three protocols are sufficiently long such that
4 consecutive data segments and their corresponding ACKSs can be received (if not lost in the channel) by
the receiving host (Host B) and the sending host (Host A) respectively. Suppose Host A sends 4 data
Segments to Host B, and the 3th segment (sent from A) is lost. In the end, all 4 data segments have been
correctly received by Host B. How many segments has Host A sent in total and how many ACKSs has
Host B sent in total? What are their sequence numbers? Answer this question for all two protocols % ! &
EEARRP T I E B 4 2 pktoracks ¥ f4e o sequence numbers B B ¥ % 1%. (5% each, 10%
total)

Ans:

a. GoBackN:

A sends 6 segments in total.

They are initially sent segments 1, 2, 3, 4 and later resent segments 3, 4. (0.5%)

B sends 5 ACKSs.

They are 3 ACKS with sequence number 1, 2, 2, and 2 ACKS with sequence numbers 3, 4. (0.5%)

Selective Repeat:

A sends 5 segments in total.

They are initially sent segments 1, 2, 3, 4 and later resent segments 3. (0.5%)
B sends 4 ACKG.

They are 3 ACKS with sequence number 1, 2, 4. And there is 1 ACK with sequence number 3.
(0.5%)

Pkt4
Ack3 Ack3

Ack4

GBN SR
A B A B
1 i !
: Pkt1 | : Pkl !
1 : 1 !
1 I 1 !
' Pkt2 ! ' Pkt2 I
: : : i
i PKt3 ! — Pkt3 |
1
| = e A
L Pkt4 H | Pkt4 I
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1 1 1 !
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1 f 1
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4. (a) UDP and TCP uses 1’s complement for their checksums. Suppose you have the following 8-bit bytes:
11110001, 01010100. What is the 1’s complement for the sum of these 8-bit bytes? Show all work. (&
B d1iE 4% 4% ) (b) Consider the CRC generator, G=1001, and suppose that D has the value 10101010000.
What is the value of R? (BE%s H 7 B3 EFE 6%, 10% total)

Ans: (a)
11110001
+ 01010100
101000101
+ 1

01000110  (2%)
One's complement = 10111001 (2%)

(b) If we divide 1001 into 10101010000, we get 10111101(:#F2 4%), with a remainder of R = 101 (2%).
(R EiE - 2 1)

10111101

1001) 10101010000
1001
1110

1001
1111
1001
1100
1001
1010
1001
1100
1001

101

5. (a) Describe how TCP Reno does its congestion control. (4%)
(b) Answer and justify the following questions. (10%, 14% total)
a. After the 22" transmission round, is segment loss detected by a triple duplicate ACK or by a
timeout? (2%)
During what transmission round is the 50" segment sent? (SZ:728H » 4%)
Identify the TCP slow start intervals. (2%)
d. Identify the TCP congestion avoidance intervals. (2%)

oo
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Ans: (a) (4%)
When CongWin is below Threshold, sender in slow-start phase, window grows exponentially (1%).
When CongWin is above Threshold, sender is in congestion-avoidance phase, window grows linearly
(1%).
When a triple duplicate ACK occurs, Threshold set to CongWin/2 and CongWin set to Threshold
(1%).
When timeout occurs, Threshold set to CongWin/2 and CongWin is set to 1 MSS (1%).
(b) (10%)

a. After the 22" transmission round, packet loss is recognized by a timeout. (2%)

b. During the 1% transmission round, packet 1 is sent; packet 2-3 are sent in the 2" transmission round;
packets 4-7 are sent in the 3" transmission round; packets 8-15 are sent in the 4™ transmission round;
packets 16-31 are sent in the 5™ transmission round; packets 32-63 are sent in the 6™ transmission
round; packets 64 — 96 are sent in the 7™ transmission round. Thus packet 50 is sent in the 6"
transmission round. (7HH 2%, &2 2% - 1t 4%)

a. TCP slowstart is operating in the intervals [1,6] and [23,26] (1% each, 2% total)
b. TCP congestion avoidance is operating in the intervals [6,16] and [17,22] (1% each, 2% total)

6. £ 120.107.172.1 iz IPaddress » (11 &= 4 7 » & B 2 FiE42) (20%)
a. iz B IP 070 ip Class ehifeds ? 11 = 2 3P (1%) st pen P e 734 5 2 (1%) 7
AP F 7 (2%) £ 3 A IPF * ?(1%) mask e @ 7 (1%)
b. #-gt IP g 4 = 20 subnets - subnet mask =ig % @ ? (2%) 374 % 1 1 subnet s it & o1 2
%) 7 * IP #F20Q%) 3 5B IPF* ?(1%)
C.+ 3K TR i pF K,ért 7 default gateway 2 IP #b » 3 -5 & 3 2 9% @I P HF M 0 A F Y
o 2 (2%)
d. default gateway 2 IP 5 &% i ? 4oim & * 2 (6%)
Ans:
a.
120.107.172.1 &= &4 7% 5 01112000 XXXXXX XX XX XXX XXX XXXXXXXX » d 70 1
bits 0 ¥ %7 5 Class A (17 1P - (1%)
pU AP #r A3t en Class A e it 4 57 % 5 120.0.0.0 (2%)
3 HostIP 3R A ch24 B biteh X 2+ 25 08 1
Flp % - B¥ * HostIP 3 120.0000000.00000000. 00000001 = 120.0.0.1 (1%)
B té—- B¥ * HostIP 5 120.11111111.11111111.11111110 = 120.255.255.254 (1%)
>34 242 B¥ * HostIP  (1%)
Mask: 255.0.0.0 (1%)

#-pt Class A gt/ = 20 3 subnet > 4} 25 0 25 1end B 7 it * erasubnet ID> &% % &
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20+2=22 <= 25 subnet mask & => Z & Host IP % 5 1 bits & ¥ subnet ID - #712 %75 subnet
mask &_d J » Class A 1 default subnet mask 255.0.0.0 %z » ¢z = 255.11111000.0.0=> 255.248.0.0
(2%)
subnet =7 ID & £ Class A Network ID 120.0.0.0 - % & Host IP == 5 % bits % ¥ subnet ID » #
25021 F% 1B subnetID 5 120.00001000.0.0. => 120.8.0.0 (2%)
Ft % - B ¥ % HostIP % 120.00001000.0000000000.00000001 = 120.8.0.1 (1%)
B 8- B¥ * HostIP % 120.00001111.11111111. 11111110 = 120.15.255.254 (1%)
>+ 4 2192 B+ * HostIP (1%)
c. IP address, subnet mask, (2%)
d. source IP address AND subnet mask ¥ 3| source IP address #1/ =1 IP subnet, (1%)
destination IP address AND subnet mask ¥ 3| destination IP address *1 /& £ IP subnet, (1%)
if (& —‘F‘f 4P IF) then
fI* % = k& > packet i%¥| destination IP address (2%)

else
1% % = k& > packet ¥ 3| default gateway (2%)

7. (a) Draw a figure to show four components of a router (4%) (b) Draw three types of switching fabrics
with their names. (2% each) (10% total)

Ans:

(@) (1% each, 4% total)

input port output port
=0 o
- switching .
- [ ]
- -
input port fabric output port

=0 ' L

routing
processor

(b) (6%)
switching via memory; (6%)
switching via a bus; (6%)
switching via an_interconnection network (6%)

A X
--DEIM’\ _.{DE]]DD,
B
~COm- | memory i
C Z
[ ]mm-~ R 110111 [
memory
Fiy
-+~
B
>0 crossbar
C
N i

o ‘3 =
8. (a) What is the goal of DHCP? (2%) (b) List four steps of DHCP (8%) (10% total)

Ans:
(@) Goal: allow host to dynamically obtain its IP address from network server when it joins network
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(2%)
(b) Flow: (8%)
® host broadcasts “DHCP discover” msg (2%)
® DHCP server responds with “DHCP offer” msg (2%)
® host requests IP address: “DHCP request” msg (2%)
® DHCP server sends address: “DHCP ack” msg (2%)




