Computer Networks Final (106/1)

1. Describe detailed operations of HTTP cookie, web caching and conditional GET. (6*3=18%) (&ZHHE:
& - WCE BB

2. (a) How to run the tool to query specified DNS server to execute “Please send me the host names of the
authoritative DNS for ncue.edu.tw” operation? (4%)

(b) How to run the tool to query DNS server to execute “Please send me the host names of
www.ncue.edu.tw, but we want to the query sent to the DNS server dns.hinet.net rather than to the
default DNS server” operation? (4%)

(c) What three services are provided by the domain name system? (6%)

(d) Explain iterated query and recursive query (4%)

(e) Authoritative DNS servers (2%) (20% total)

3. Draw the flow of the TCP three way handshake to explain its operations. Suppose the initial sequence
numbers of the client and the server are 1 and 90, respectively. < Zf &[]+ 4 %] FF‘- H#HE7 4 TCP % &
e flag, sequence number, and ACK number. (10%)

4. List and compare two pipelined transport protocols with these two figures. (& ! Window=? £7 % &85 iy
erds 1T 10%)

m W t“ 56788 \“1———& pktl rovd, delivered, ACKD sent
ktl sent ofizaasarns
end pki0 \, rev pkio 4 seTES pktl zovd, delivered, ACKL SEntB
send pkil send ACKD plt? sent 01234567853
o v pkt1 f455739‘*ﬁ‘1‘><
send pkt2 ~(gss send ACK1 pktd sent. vindor full
456783
Send pkfg pkt3 rcvd, buf fered, ACE3 sent
(waif) rev pki3, discard Pilzzasl e
¥ send ACKI
ACKD rcvd, pktd sent
rcv ACKO D 56789 pktd rowd, buffered, ACK4 sent
send pkt4 ACKL vovd, pkt§ sent o1f2345678s
rev ACK] rcv pkid, discard vifzadslevas Kt rowd, iuffered, ACKS
sond pi5 send ACK1 P
x rev pki5 discard L— pkt2 TIMEOUT, pkt2 resen
P2 timeout / sendACKI pileaesleres itz st iz koo st s
elivered. ==nt
send B % rov pki2, deliver 7 ks sosi. sorins soas R sy n
send pktS ?85‘ pkfg, c?eliver REEREREL
\ send ACK3

5.

(a) UDP and TCP uses 1’s complement for their checksums. What is the 1’s complement for the sum of
00100011, 01001110, 01010100? Show all work. (& & 4% 6% ) (b) With the 1’s complement

scheme, how does the receiver detect errors? (2%) Is it possible that 1-bit error will go undetected? (1%)
How about a 2-bit error? (1%) (10% total)

. Describe how TCP Reno does its congestion control. (8%)

Consider the TCP procedure for estimating RTT

( EstimatedRTT " = o xSampleRTT "' + (1 - &) x EstimatedRTT " ).

(a) Why TCP uses this function? (2%)

(b) Let SampleRTT" be the most recent sample RTT, let SampleRTT™! be the next most recent sample
RTT, and so on. Express EstimatedRTT" in terms of n SampleRTTs if EsitmatedRTT' = 0. (BA K
BARIBFR(E 2%) % 5 1B =(2L summation 4417757 7271)(2%)

(c) Suppose the TCP sequence number space is of size k. What is the largest allowable sender window w?
(4%) (12% total)

. (@) What are the major differences between SMTP and POP3? (4%) Draw a figure to show the

mail-sending flow and all necessary modules among two end users. (4%)
(b) Why is it said that FTP sends control information “out-of-band”? (4%) (12% total)
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1. Describe detailed operations of HTTP cookie, web caching and conditional GET. (6*3=18%) (&7HHE:
FiBE - W= E R 5 )
Ans:

O cookie:
when a user visits a specific web site for first time and initial HTTP requests arrives at site, site

creates a unique ID and creates an entry in backend database for recording user states of this ID.
=> keep client’s states (cookie-specific action)!
client server

Cookie usual http request msg server

>
usual http response + creates ID o4y in backend

cbay: «{  Set-cookie: 1678 (1%) | 078 foruser(1%) (1%;\

Cookie —  usual http request msg ki
. cookie-
cookie: 1678 (1%) specific Access

amazon:

1678 (1%) : :
o usual http response msg action (1%)
one week later:

access

Cookie —  usual http request msg cookic.

cookie: 1678 ,
=~  specific
action

usual http response msg

U web caching:
e user sets browser: Web accesses via cache
e browser sends all HTTP requests to cache (2%)
if object in cache
cache returns object (2%)
else
cache requests object from origin server, then returns object to client (2%)

origin

HTTP padfge
ponse

origin

conditional GET (6%)
® (Conditional GET: don’t send object if cache has up-to-date cached version (1%) => reduce traffic

loads (delays) on network links! (1%)
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cache: specify date of cached copy in HTTP request (1%)
If-modified-since: <date> (1%)
server: response contains no object if cached copy is up-to-date: (1%)
HTTP/1.0 304 Not Modified (1%)

cache server
] HTTP request msg
IT-modified-since: <date> (1%)
object
not
HTTP response 73
HTTP/1.0 304 Not Modified (1%) modified
7 HTTP request msg
IT-modified-since: <date> (1%)
object
HTTP response — modified
HTTP/1.0 200 OK
“ <data> (1%)

2. (a) How to run the tool to query specified DNS server to execute “Please send me the host names of the

authoritative DNS for ncue.edu.tw” operation? (4%)

(b) How to run the tool to query DNS server to execute “Please send me the host names of
www.ncue.edu.tw, but we want to the query sent to the DNS server dns.hinet.net rather than to the
default DNS server” operation? (4%)

(c) What three services are provided by the domain name system? (6%)

(d) Explain iterated query and recursive query (4%)

(e) Authoritative DNS servers (2%) (20% total)

Ans:
(a) nslookup —type=NS ncue.edu.tw (4%)
(b) nslookup www.ncue.edu.tw dns.hinet.net (4%)
(c) DNS services (6%)
® hostname to IP address translation (2%)
® host aliasing (Canonical, alias names)
® mail server aliasing
(d) iterated query: (2%)
® contacted server replies with name of server to contact
recursive query: (2%)
® contacted server forwards the DNS query to next server and waits for the reply
(e) authoritative DNS server (2%)
® organization’s DNS servers, providing authoritative hostname to IP mappings for organization’s
servers

3. Draw the flow of the TCP three way handshake to explain its operations. Suppose the initial sequence
numbers of the client and the server are 1 and 90, respectively. <& f . B] F & %] ';ﬁ- HAE d4 TCP % &
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e flag, sequence number, and ACK number. (10%)
Ans: Three way handshake:
Step 1: client host sends TCP SYN segment to server (¥ fiz Bl & & & 2%)
Step 2: server host receives SYN, replies with SYNACK segment (4%)
Step 3: client receives SYNACK, replies with ACK segment, which may contain data (4%)

@ client server @

Connection
onmee SYN bit=1,
request
seq-=1
Connection
SYN bit=ACK bit=1, granted
seq=90,
ack=2
ACK SYN bit=0, ACK bit=1
seq=2
Ack=91

IREBEEINET LA T A }_—-ﬁ s AL RIe s 0 210 &

4.  List and compare two pipelined transport protocols with these two figures. (% #! Window=? £ % &5
JeesT185 TF 10%)
Ans:
Go-back-N (5%)
»  “window” of up to N, consecutive unack’ed pkts allowed (window = 4) (1%)
(1) ACK-only: always send ACK for correctly-received pkt with highest in-order seq # (1%)
(2) out-of-order pkt:
e discard (don’t buffer) -> no receiver buffering! (1%)
e Re-ACK pkt with highest in-order seq # (1%)
(3) timeout(n): retransmit pkt n and all higher seq # pkts in window (1%)
(4) deliver in-order segments to upper layer. (1%)

pktl sent

sender fecewver [tz aess7ss T T it deliversd. BCKD sa
send pki0 pktl sent oftzz4lseras 5
\’ rev pki0 1 bizsleseras pktl revd. delivered. ACKL sent
send pktl send ACKO pht2 sent nifz3asle e
o v pkt] —455739"‘—"1‘X
send pkt2 \‘U‘(OSS send ACK] Pt ., windo £ul)
Send kaG 4 6783 pktd rovd, buf fered, ACK3 sent
(wait) 3 i g n1fzaaslavag
rcv o L alscar
/ send ACKI ACEOD zcvd, pkt4 sent
rev ACKO 2 D 56789 pktd rovd, buffered, ACK4 sent
send pkt4 ACK1 rcvd, pkth sent o123 4567839
rev ACKI rev pki4, discard vilzaaslevos pktS rovd, buffered, ACKS sent
send pkts send ACKI n1[z345le7s8s
rev pki5, discard L— pkt2 TIMEOUT. phkt? resen
L 1 01|23 456 789
pif2 fimeout  send ACKI SRR Skt verd, pke2 ke pked. ts
delivered, ACK2 sent
send pkt3 \b rcv pki2, deliver 7 3 sovd, nsthing seat 112345
3 | send pktd send Agpg tzaaslsr89
send pkib rcv pkid, deliver
send ACK3
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Selective Repeat (4%)

(5) receiver individually acknowledges all correctly received pkts (1%)

(6) buffers out-of order pkts (1%)

(7) sender only resends pkts for which ACK not received when timeout (1%)
(8) deliver total in-order pkts to upper layer (1%)

5. (a) UDP and TCP uses 1’s complement for their checksums. Suppose you have the following three 8-bit
bytes: 00100011, 01001110, 01010100. What is the 1’s complement for the sum of these 8-bit bytes?
Show all work. (& & 11iE4% 6% ) (b) With the 1’s complement scheme, how does the receiver detect

errors? (2%) Is it possible that 1-bit error will go undetected? (1%) How about a 2-bit error? (1%) (10%

total)
Ans:
00100011
+ 01001110
01110001 (2%)
01110001
+ 01010100

11000101  (2%)
One's complement = 00111010 (2%)

(b) To detect errors, the receiver adds the four words (the three original words and the checksum). If the

sum contains a zero, the receiver knows there has been an error. OR check if computed checksum
equals checksum field value. If NO, error is detected. (2%)
All one-bit errors will be detected (1%), but two-bit errors can be undetected (1%) (e.g., if the last digit

of the first word is converted to a 0 and the last digit of the second word is converted to a 1).

6. Describe how TCP Reno does its congestion control. (8%)
Ans: (8%)

When CongWin is below Threshold (1%), sender in slow-start phase, window grows exponentially
(1%).

When CongWin is above Threshold (1%), sender is in congestion-avoidance phase, window grows
linearly (1%).

When a triple duplicate ACK occurs (1%), Threshold set to CongWin/2 and CongWin set to
Threshold (1%).

When timeout occurs (1%), Threshold set to CongWin/2 and CongWin is set to 1 MSS (1%).

7. Consider the TCP procedure for estimating RTT

( EstimatedRTT " = o xSampleRTT "' + (1 - &) x EstimatedRTT " ).

(a) Why TCP uses this function? (2%)

(b) Let SampleRTT" be the most recent sample RTT, let SampleRTT™ be the next most recent sample
RTT, and so on. Express EstimatedRTT" in terms of n SampleRTTs if EsitmatedRTT' =0 . (AT
BAUATE (R 2%) % 55 HETU(BL summation ZEHIFT577271)(2%)

(c) Suppose the TCP sequence number space is of size k. What is the largest allowable sender window w?
(4%) (12% total)
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Ans: (a) Exponential weighted moving average => influence of past sample decreases exponentially fast. 15
A H AR AT SampleRTT » {551 T —2kAY EstimatedRTT » FZKREG E T —ZKHY Timeout KR (2%)
(b)
EstimatedRTT" = o x SampleRTT"" + (1 - &) x EstimatedRTT ™"

= axSampleRTT"" + (1—a) x[a x SampleRTT " + (1 — &) x EsitmatedRTT "]
= axSampleRTT"" + a(1- ) x SampleRTT " + (1- &)’ x EsitmatedRTT "
=axSampleRTT"" + a(1-a)x SampleRTT "2 + (1- )’ x

[ax SampleRTT " + (1 - &) x EsitmatedRTT "]

= axSampleRTT"" + a(1-a)x SampleRTT " + a(1-a)* x

SampleRTT " + (1-a)* x EsitmatedRTT "

=aX SampleRTT - a(l-a)x Samp|eRTT 2
a(l-a)* xSampleRTT " +.....+ a(1- )" x SampleRTT """
+(1— )" x EsitmatedRTT """

n-1 ) .
=) (1-a)""'SampleRTT"’ +(1- )" EsitmatedRTT'

j=1
n-1 ) -

= O!Z(l —a)"'SampleRTT "/ (-. EsitmatedRTT' = 0)
=

(c¢) The sequence number space must be at least twice as large as the window size, K >2w. (4%)

8. (a) What are the major differences between SMTP and POP3? (4%) Draw a figure to show the
mail-sending flow and all necessary modules among two end users. (4%)
(b) Why is it said that FTP sends control information “out-of-band”? (4%) (12% total)

Ans:

(a)

POP: Mail access protocol: retrieval from server (3L 2%)

SMTP:

e direct transfer between mail servers to send email messages (3F? 2%)
SMTP SMTP sccess g
Q o5 user > > protocol | user L~-~:""*I£
B# [oen Tlm“* i
oo oot
sender’s mail receiver's mail
server server (1% each, 7% total)

(b) FTP uses two parallel TCP connections, one connection for sending control information (2%) (such as a
request to transfer a file) and another connection for actually transferring the file. (2%) Because the
control information is not sent over the same connection that the file is sent over, FTP sends control
information out of band. (4% total)




