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1. (a) List TCP seven characteristics (7%)
(b) Suppose Host A sends two TCP segments back to back to Host B over a TCP connection. The first

segment has sequence number 10; the second has sequence number 100. Suppose that the first
segment is lost but the second segment arrives at B. In the acknowledgement that Host B sends to
Host A, what will be the acknowledgement number? How much data is in the first segment? Explain
why. (6%)

(c) Explain how TCP Fast Retransmit works. (6%)
(d) How TCP does its flow control? (6%)

(e) Why is there a UDP? (8%)

(a) (7%)
e  point-to-point: one sender, one receiver
reliable, in-order byte steam:
pipelined: TCP congestion and flow control set window size
send & receive buffers
full duplex data: bi-directional data flow in same connection
connection-oriented: handshaking (exchange of control msgs) init’s sender, receiver state
before data exchange
e flow controlled: sender will not overwhelm receiver

(b) a) ack number =10 (2%) (%] % % — B segment if % » T & 42 3| % = 1 segment- i¥ v 57 ACK=10">

F]% & i@ 7w host A £ 3% % — B segment) (1% ) b) 90 bytes (2%) (100-10=90 - % = i# segment
g sequence number 2 % — i segment =1 sequence number) (1%)

(c) Explain how TCP Fast Retransmit works. (6%)

(e) If sender receives 3 ACKs for the same data, (3%) it supposes that segment after ACKed data was
lost: resend segment before timer expires (3%) (6% total)

(d) How TCP does its flow control? (6%)

(f) Revr advertises spare room by including value of RevWindow in segments (3%)
Sender limits unACKed data to RcvWindow for guaranteeing receive buffer doesn’t overflow
(3%)

(e) Why is there a UDP? (8%)

e no connection establishment (which can add delay) (2%)

e simple: no connection state at sender, receiver

e small segment header

e no congestion control: UDP can blast away as fast as desired

2. List and compare two pipelined transport protocols. (9%)

Go-back-N (5%)

(1) ACK-only: always send ACK for correctly-received pkt with highest in-order seq # (1%)
(2) out-of-order pkt:
e discard (don’t buffer) -> no receiver buffering! (1%)
e Re-ACK pkt with highest in-order seq # (1%)
(3) timeout(n): retransmit pkt n and all higher seq # pkts in window (1%)
(4) deliver in-order segments to upper layer. (1%)

Selective Repeat (4%)

(1) receiver individually acknowledges all correctly received pkts (1%)

(2) buffers out-of order pkts (1%)

(3) sender only resends pkts for which ACK not received when timeout (1%)
(4) deliver total in-order pkts to upper layer (1%)
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3. Explain flows and purposes of HTTP conditional GET. (& B ! * &> F 4118 (716 42) (6%)
Ans:
conditional GET (6%0)
e Conditional GET: don’t send object if cache has up-to-date cached version (1%) => reduce traffic
loads (delays) on network links! (1%)
cache: specify date of cached copy in HTTP request (1%)
If-modified-since: <date> (1%)
server: response contains no object if cached copy is up-to-date: (1%)
HTTP/1.0 304 Not Modified (1%)

cache server

HTTP request msg
If-modified-since: <date>

(1%) > object
not
modified
/

HTTP response
PR HTTP/1.0
304 Not Modified (1%)

] HTTP request msg
If-modified-since: <date>
1% >
(%) object
modified
HTTP response —
— HTTP/1.0 200 OK

<data> (1%)

4. (a) What three services are provided by the domain name system? (3%)

(b) Explain iterated query and recursive query (4%)

(c) Authoritative DNS servers (2%)

(d)Which tool allows the host running the tool to query any specified DNS server for a DNS record?
(2%)

(e) How to run the tool in (d) to execute “Please send me the host names of the authoritative DNS for
mit.edu” operation? (4%)

(f) How to run the tool in (d) to execute “Please send me the host names of www.aiit.or.kr, but
we want to the query sent to the DNS server bitsy.mit.edu rather than to the default DNS server”
operation? (4%)

Ans:
(a) DNS services (3%)
e hostname to IP address translation
e host aliasing (Canonical, alias names)
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e mail server aliasing
(b) iterated query: (2%)
e contacted server replies with name of server to contact
recursive query: (2%)
e contacted server forwards the DNS query to next server and waits for the reply
(c) authoritative DNS server (2%)
® organization’s DNS servers, providing authoritative hostname to IP mappings for organization’s
servers
(d) nslookup (2%)
(e) nslookup —type=NS mit.edu (4%)
(F) nslookup www.aiit.or.kr bitsy.mit.edu (4%)

(@) 3% &' TCPsocket i szz = p& client and server & e v 3 3¢ ey 42 (6%)
(b) AE2HA winsock {FEE H IR (E DR 2 TTEE 7 (4%) e IWR—{lE 4w e 4t 7 (2%)

© % & % 41 Client: socket -> connect; Server: socket->bind->listen->accept (- # & f+"8 5 1%, 6%

total )

CLIENT SIDE SERVER SIDE
WSAStartup WSAStartup
' '
socket socket
' '

connect bind
v B
send listen
Y | :
recv accept
' 5
closesocket recv
Y v |
WSACIleanup send

Y

closesocket

WSACIleanup
(b) BBS % < % (2%) 23k + 3 (2%): Dev C++ (2%) (6% total)

6. What are the major differences between SMTP and POP3? (4%) Draw a figure to show the mail-sending
flow and all necessary modules among two end users. (7%) (11% total)

Ans:
POP: Mail access protocol: retrieval from server (i.F? 2%)
SMTP:
e direct transfer between mail servers to send email messages (zLif? 2%)
SMTP SMTP access AT
user - — Brotocor > user |
agent et o
oo oo
sender’s mail receiver's mail

server server (1% each, 7% total)
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7. Draw the flow of the TCP three way handshake to explain its operations. Suppose the initial sequence
numbers of the client and the server are 99 and 199, respectively. & JE & &+ » %] F #4#&7 & TCP &
& i flag, sequence number, and ACK number. (10%)
Ans: Three way handshake:
Step 1: client host sends TCP SYN segment to server (¥ fz Bl & & = 2%)
Step 2: server host receives SYN, replies with SYNACK segment (4%)
Step 3: client receives SYNACK, replies with ACK segment, which may contain data (4%)

client server @

Connection .
SYN bit=1,
request
seq=99
Connection
SYN bit=ACK bit=1, granted
seq=199,
ack=100
ACK SYN bit=0, ACK bit=1
seq=100
Ack=200

TREFRBEZMF LA T 2F o ARReS 0 K 104



