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o A - AR 5 T RgiR h o AT (wireless NIC >
NIC: Network Interface Card) oo FALM TS
Jejra ivxk (station) o HF ﬁiﬁ? K J}*Fﬁﬁ #1
— Infrastructure (BSS: Basic Service Set)

— Ad Hoc (» # % Infrastructureless, Independent
BSS ) -
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B AERET 03 ¢ 71072k~ 322 (Access Point, AP)
FrLAIAPOEI > K gaER  (wireless network)®
% A i o €% Atheros chipset @WiTdhasmpet »
A Linux @g T iEdl 2 2x5 4674 > A& 7 MadWifi
project” ¢ > * 0T HAAHNH2

— sta : typical WLAN client station

— ap : Access point

— adhoc * IBSS mode

— ahdemo : Ad-hoc Demo

— monitor : This device can be used to "sniff" raw
802.11 frames

— wds : Wireless Distribution System
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s AT BA G2 BIA 0 AR
moni tor fifst ~ 14 2 WDSHHE » #5071 2 &
B REHET > ASRPERY LB LI G
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o Y .
— NB - Acer 4720 X 2
— D-Link DWL-G650 & s+ * 2
o BER(IFE ki)
— Ubuntu (i A v fde @ » P o & iz Linux
Distribution > # A &1\ )
— Cent0S

— Fedora
— FreeBSD

M PLIinuX (T R ST I AT A FR/F PIRERE
http://ftp.isu.edu.tw/
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o FRB(ITE & 5v)-MadWiFip #» £ # enlbuntusx
— Ubuntu Server Edition

— Ubuntu 5.10 (Breezy)

— Ubuntu 6. 06 (Dapper)

— Ubuntu 6.10 (Edgy)

— Ubuntu 7.04 (Feisty)

— Ubuntu 7.10 (Gutsy)

— Ubuntu 8. 04 (Hardy)

— Ubuntu 8.10 (Intrepid)
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Z kit 5 (1/3)-2 % -

e AW E Lo Enadwifi-0.9.4. tar. gz( P =5 &%
B 5 )
T 3N ks 3
http://sourceforge. net/projects/madwifi1/
#tar - zxvf madwifi-0.9.4. tar.gz// %z " % = .92 >
i % tar - zxvifER &S > 4ok 5 bz TJ%’** - Jxvi >
L YRR AR 3 g £ R RN
#cd madwifi-0.9.4 [/ FIR| AR 5= & 0P 4
¥make //compile

¥make install [/ & % BRH
R ﬁi%j »dp %
#ifconfig ath0 up //4e% e+ FELink &

Act &7 BYER BT
PR i 2 SR = 7


http://sourceforge.net/projects/madwifi/

Z kgt 5 (2/3)-3 F =

- #apt-get update //% { #7% 2 IR BiF
¥

* ¥apt-get install subversion g++ make

//FFedora‘* #2% — % > Fedora<_yum
install » % Zsubversion & g++ & make

¥ svn checkout http://svn. madwifi-
project. org/madwifi/trunk madwifi-ng

//F1* subversion™ F'madwifi-ng¥ 7
Z & a4 ¥ compile

00000 O workd dhep3-server O O [0 https://launchpad.net/ubuntu/gutsy/i386/dhcp3-serverd O O O O O O


icc
打字機文字

icc
打字機文字
若上述指令不work，dhcp3-server 檔案在https://launchpad.net/ubuntu/gutsy/i386/dhcp3-server能夠手動下載到



% g+ 5K (2/3)

#cd madwifi-ng

/)27 IR R S iR P A AT
#make //complile

fmake install [/ & 2w
#modprobe ath_pci 74 SRSE e

#init 6 or #reboot  //EZF > linuxy
run level » &% ¢ 5 6% > init 0 B % >
init 35 H A #5550 o £ B8~ {8 e+ ELink
& Act &5 BEF AR TR R & SR > #



R 1% 2% Ad hoc-Ubuntu(1/2)

e 3=+ - gshell script

%!/bin/sh

wlanconfig ath0 destroy //#-ath(z & a8 T

echo "destroy ath(" //echos B did 1% » ot 5 & o7 & == b it d iv8ath(z o g%

h/’bﬁ—

wlanconfig ath0 create wlandev wifi0 wlanmode adhoc /B wifi AR 5
ad-hoc#* s¢

echo "create ath0 as ad hoc" // ¥ % F Bt ¢ frdcad-hoc# At

iwconfig ath0 essid "as" [/ E_essid( b & % @M EROT RFEE LH)

echo "iwconfig ath0 essid as as" //% 1 essid & as

iwconfig ath0 channel 10 //3% Z_ channel (1IEEE 802.117% 11 channel ¥ & i

*)
echo "set ath0 channel as 10" //% i * channel 10
1fconfig ath0 192.168. 1. 15 netmask 2bb. 255. 255.0 /3K T APfr+ gt
Y

echo "set ath0 1p as 192.168.1.15, netmask as 255. 2b5. 255.0" // %7 K Z D[P

TRl

2 {8 FHh WqELFR
#chmod 755 adhoc. sh [/ R FR R 4V RT o - ARE AT g 5 644
rwx (r=4, w=2, x=1)
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=
#sh adhoc. sh

« ¥ - 5SNB just repeat Stepl to 3 3&i¥
{ =[P Address(192.168.1.5)r+

e B]3E-2 5NBZ ping » ¥ pingZ| % 7+ & #
Congratulations!
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@ £ rootdbleel 5 = [Bix24] ™m0
MG mEE mEE #aEs EWD HBH

CrsDocumnents and Settingssleelbred ™
ing 192.168.100.182 -
Pinging 192.168.188.182 with 312 bhytez o

t timed out.
iequest timad out.
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Microsoft Windows XP [fR7E 5.1.2600]
(C> Copyright 1985-2881 Microsoft Corp. émt.locdlo:tlhom [60x19]

:\Documents and Settings\leelS>cd \ 5&((;) {Q(!) 3 WRO) RA®D

C:\Dping 192.168.100.118 -t
Pinging 192.168.188.118 with 32 bhytes of

Request timed out.
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« L2 dhep3 server
#apt-get update [/ FTRIRE
T

#apt-get install dhcp3-server //% =
dhcp3-server £ i

o B X% 8dhcpd. conf
#vim /etc/dhcp3/dhepd. conf
ddns-update-style none;
option domain-name "genius. lee";
option domain-name-servers 120.107.179. 10,
1v68t{ Qé.;ﬁl. 1; //3K TDNSFRLE & & ﬁ’/’c‘%ﬁ e 0 fem FRB
& v EFy

e
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default-lease-time 600;

max—lease-time 7200;

log-facility local7;

//DHCP-SERVER p # 4~ fieern]Pix 4k » private IP3 = i class ’ class A

10.0.0.0~10. 255. 255. 255 » class B 172.16. 0. 0~172. 3. 255. 255 » class C
192.168. 0. 0~192. 168. 255. 255 » ¢ ¥ & fz » s+ & Fe192. 168. 1. 0: # % £

subnet 192.168. 1.0 netmask 255. 255. 255. 0{

range dynamic-bootp 192.168.1.60 192.168.1.70; VEAR &S 8 T
ﬁoIP #Fl
2., 60~.70

option domain—-name-servers 120.107.179.10, 168.95.1.1;
option routers 192.168.1.15;

option broadcast-address 192.168. 1. 2b5;

}

218 wq F AR AR
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r-ak3

% 2 AP-Ubuntu(3/6)

* DNS» & 16 & -

)}'v.'—‘-»
S T_

#vim /etc/resolv. conf

NnNamesServer
NnNameserver
Nnameserver

120. 107, 179. 10
120. 107. 179. 50
168. 90. 1.1 [/

.;_.'——‘ S N O y 2
=R G o3 p L deim
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EERL KE - Bshell script

#V1m prl_ap.sh //F¥hE¥F p P~ 35 3 ADHCP IPA™ & public IP
BT ot 5 DHCPeprivate 1Pa 4 & = #

#!/bin/bash

)}"-'—)-»

wlanconfig ath(0 destroy // ek m ath( 738 2

echo "destroy ath(" [/ ME i, Wy TR 2P AT g
B T AT L

wlanconfig ath( create wlandev wifi0 wlanmode ap /] Ex#

wifiZ£ ¥ & AP# ¢

echo "create ath( as access point"

iwconfig ath0 essid "uniquelblee" //3 Zessid
echo "1wconfig ath0 essid as uniquelblee"

iwconfig ath0 channel 9 / /3K E_channel

echo "set ath( channel as 9"

1fconfig ath0 192.168.1.15 netmask 255.255.255.0 up [/ 3R
[P3% %
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echo "set ath0 ip as 192.168. 1. 15, netmask as 255. 255. 255. ("
1fconfig eth0 192.168.100. 110 netmask 255. 255b.255.192 up

// ¥ enPR 2
echo "set eth0 ip 192.168.100.110, netmask as 255. 2bb. 255. 192"

route add default gw 192.168.100. 126 //gateway IP

echo "set gateway as 192.168.100. 126"

modprobe iptable nat //§¥)~NATﬁ£§1

echo "load iptable nat"

iptables -t nat -A POSTROUTING -o eth(0 -j; MASQUERADE [/ 3K E_

[P 28
echo "set net rule"

eg%?é} > /proc/sys/net/1pv4/1p_forward [/ &t e dEiE
¥ F B
/etc/1n1t. d/dhcpd-server start //kx#> dhcpd server

echo "start DHCP"
¥chmod 755 pri_ap. sh /I B AV RE
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o {7
#sh pri_ap. sh

o Bl3E-11* PC or NBeam s+ v 3% F]AP »
PRI oo

* SSID uniqueldlee ~ channel 9
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g RvmnMcay RT VAN~ SN SN FREHOMS SN RS X e RIR

j RELROMBES
. waigec] Slee

i RETNEORBE

M WA v musiew | B #@s-10E & — F&€EQyRs r5m7
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‘J%iz?FreeBSD_; {6 » LW passwd ° K| EEF %

LI AT B

» #adduser

[/FTH & F o g ip R 4 rwheel ¥

4 ¥ % su- 33 rootiEI S Y pietty

i » F] mFreeBSD% * rootig® 0 & &
* o H *Jﬁ RN N
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# Swkernel » BE#D-Link DWL-G650s& 2+ > g i » fxd*PFfs L &
#tcd /usr/src/sys/i386/conf

#vi GENERIC //kerneIElf‘JF%?%\‘—_’ﬁi%l"J[l RN Elf‘JF%%\‘—_’

# Wireless support

device ath //Atheros IEEE 802.11 wireless network driver

device ath_hal //Atheros Hardware Access Layer

device ath_rate_sample //John Bicket's SampleRate control algorithm.

device wi

device wlan //802.11 support (Required)

device wlan_wep //WEP crypto support for 802.11 devices

device wlan_ccmp //AES-CCMP crypto support for 802.11 devices

device wlan_tkip //TKIP and Michael crypto support for 802.11
devices

device wlan_xauth //External authenticator support for 802.11
devices

device wlan_acl //MAC-based ACL support for 802.11 devices
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% Packet filter firewall support
device pf

device pflog

device pfsync

options ALTQ

options ALTQ CBQ

#config GENERIC // B e ¥ kernel
#cd .. /compile/GENERIC
#make cleandepend; make depend all install

#vi /boot/loader. conf //E§ﬁ%%%é B %~ @ s gL enfunction
wlan_wep_load="YES"

wlan_tkip_ load="YES"

wlan_ccmp_load="YES"

wlan_xauth_load="YES"

wlan_acl_load="YES"
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#vi /etc/sysctl. conf // B ENAT# i :R3te v & 01 3
net. inet. ip. forwarding=1
net. inet. ip. fastforwarding=1

#vi /etc/inetd. conf //BEc ftp M2 g & PF VPRS- B - TEH
kziz T Intranet & ftp client 4 i 1832

ftp-proxy stream tcp nowalit root /usr/libexec/ftp—proxy ftp-

proxy

#vi /etc/pf. conf //%e~ PF Bl a2z 3R] RIEY Sl A LB > B

ext_1f="bgel"

int_if="ath0"

nat on $ext_if from $int if:network to any -> ($ext if)

rdr on $int_if proto tcp from any to any port 21 -> 127.0.0.1 port 8021
pass 1n all

pass out all
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£ ¥ 2 2% DHCP Server
#cd /usr/ports/net/isc-dhcp3-server

#make install clean
#cd /usr/local/etc

#cp dhepd. conf. sample dhcpd. conf //#4FDHCP Serverz i € ik — B &
B4 ARl B 4 #%ﬁﬂ*dhm conf
#true > dhcep. conf FHARR KT B R

#vi dhcpd. conf

default-lease-time 6000;

max-lease-time 7200;

option subnet-mask 2bb. 255. 255.0;
option domain-name-servers 120.107.179.10, 168.95.1.1; //DNS
option routers 192.168. 1. 254;

option broadcast-address 192.168. 1. 2bb;
option interface-mtu 1500;

option perform-mask-discovery on;
option mask-supplier on;
ddns-update-style none;
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# Wireless LAN [ 155 ilIP

subnet 192.168.1.0 netmask 255.255.255.0 {
option routers 192.168.1.254;

option broadcast-address 192.168.1.255;
range 192.168.1.100 192.168.1.120;

}

subnet 120.107.164.0 netmask 255.255.255.0 {
S N e I = S e A =
}

#ttouch /var/db/dhcpd.leases
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#vi /etc/hosts //DHCP+ 255. 255. 255. 0# A 3%

255. 255. 255. 255 For-DHCP

troute add -host DHCP -interface ath( //4p % Wireless LAN ath(
# &= DHCP PR3z

#/usr/local/etc/rc. d/isc-dhcpd. sh status // %5 dhep £ pid

dhcpd 1s running as pid 520.

#vi /etc/rc. conf /73 A B S p B frds chfRFRIE P

1fconfig bge0="1net 120.107.164.246 netmask 255. 255. 255. 0"
defaul trouter="120.107. 164. 254"

usbd_enable="YES"

sshd_enable="YES" //i%% & frd

1fconfig ath0="1inet 192.168. 1. 254 netmask 255.255.255.0"
inetd_enable="YES"

pf_enable="YES"

pflog enable="YES"

dhcpd_enable="YES"

#reboot or #init 6 //E R ABE T FPRIE PR AR K
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FreeBSD e i 74 5y

#1fconfig ath0 ssid AS wepmode on wepkey 66666 mode 11g
mediaopt hostap

#* WEP - #& ASCII 64 bit “4c 2 f5-5¢ FTJ?UE;*]% D B F
g e

#i1fconfig ath0 ssid AS wepmode on wepkey 0x0919634163
mode 11g mediaopt hostap

#* WEP 16 &7 64 bit 4c 2 fi;\ B iiﬁﬂ?\ Ox £ 4 10 #5
;i

mode 11g +» ¥z = mode 11b(i& & € # — t& » g& 54Mbps » bH_
11Mbps)
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e SSID LEE channel 11
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1] MadwifiF % http://madwifi.org/
2] Ubuntu ¥ % http://www. ubuntu-tw. org/
3] 5 # linux# %
http //11nux. vbird. org/
(4] p&% B http://phorum. study-area. org/

[5] FreeBSD Handbook
http://www. freebsd. org/doc/en_US. IS08859
—-1/books/handbook/1ndex. html






